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C0MMUNICAT10N SYSTEM ARCHITECTURE 
AND OPERATWO METHODOLOY 
PROVIDING A VIRTUAI. NEIGHBOURHOOD NETWORK 

TTiis invantion relates, in general, to a communicalion system architecturB and 
associated operatirKi methodolooy that provide a vimiai neighboumood netiworK. 
The present invention is paitieuiany, but not exdusiveiy. a ppBn a He to a 
point-tiMTiultipoint vnr&Hno environmen t in wttich e t w m e g ateway both inteiface s to 
10 a remote servioe provider through a dedjcated communicalion (Mouroe and the 
hoTDe-gateway provides a distrlMition poini for In-house -out-stationar. such as 
computer temiinals and control apparatus. 

SWTHTMWYPfttWPtigfAtt 

15 The demand for information access has resuKed m the devatafiment of 
telecommunication systems that now support broadband data communicalian over 
existing wireline connec^ons originally <taployed to 6i4)port narrmvbmd 
comnuinication b^ween subscrttier terminals. As wiH be urtdarstood, the 
requirBment for inlormaton access from sode^. in gwMrai. places ever-Measing 

20 strain on the abitty of system designers and, indeed, panicular transport mecfia to 
support additional traffic. Moreover, there is genemly some requirement during 
system deployment to make an assessment of bandvridth raqiurBmants ana to 
provision or assign bandwidth for each communication. Typicaly. the demand for 
bandwidth fluctuates with time and with respect to subscribers, and ao systems 

25 designers and subscift}er are left to resolve such issues as. 0 whether a mMmum 
guaranteed level of servioe is acceptable; whether neMmK access denial (iniough 
bloddng) is acceptable, fi) whether under utiisaiion of available communication 
resources is acceptable in order to support periods of Mgh demand; and iv) what is 
the cost (generally the financial cost) ass o cia te d with providing a particular service. 

30 
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Recein ctovek)pinents in broadtiarid oottvmjn^^ 

Id be ovartaid on top of (md isolotsd ftom) nanoM ia nd voice or integrated service 
digital neiM«<lc (ISON) traffic m itiB way. span wpoetnm (Le. apaie ftequanqr 
ctwnnels) of a twisted copper-pair communicalion reeouroe can be utisad to 

5 support broadband access systems in a digiaf subserfter me CxOSL) envUonment 
In this respect, and depending upon the comptaKiy oT the xOSL coding scheme, 
ovedaid broadband ays^ns can support data rata in awcess cif two Megabits per 
second (2MDp8}. anhough this rate is dspendant i^wm the length of the twisted 
copper-pairs. To date. xDSL modem technology has enabled the transmission of 

10 digital information at duplex rates from 144HipB i» over 2Mbpe over the local 
Si4>scriber loop convsting of unshiakted tifMad pair cables. 

It is. of course, possible to consider provi^ 4Mci copper pair connections 
between an exchange and every terminal in a customer saa. Cleafty. Mch a user' 

15 dedicated iBsouroe architecture provMas high inlegrtty Bnks, but this Is 
accomplished at the expense of having to provide considerable amounts of 
infrastnicture and ha\^ to expand consideraUe aftart m oaplOjfinQ the systera 
indeed, every copper pair could eduaSy utibse an kOSL protocol wmi dedicated 
paiTB of xOSU modems, however, as wtt be understood, if the Knics are assigned 

20 principally Ibr Internet Protocol (IP) usage, then the bitfsty nature of such data traffic 
rneans that the individuai xDSL iinlcs wifl carry very ItM traflic for much of the tirne. 

Current HDSU systems typically utifise baseband ina (transmission) codes, such as 
2B1Q. over one to three twisted copper-pairs (le. a poinHo-point connection basis 

25 using multiple drops) between an xOSL modem as s oc iated with a subscriber and a 
conesponding modem In the axchange. m e nMKple pair scenario. MDSL employs 
an inverse multiplexing technique (which can also be applied to a single logical 
ATM connectttn across multiple physical tinka) belwaen the various pairs. It should 
be recognised that these systems utiM multipto a^acent point-toiMim into to a 

30 single end-subscriber. 
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rt is proposed that next genemtion xDSl. dsvioM in mm horn© wi be incoiportted 
into a ■Home^ateway'. viWch w» tanninaw 

network, and vwH distribute the coniam fol9mm and baMaen dMarant temtinal 
5 (Jevic»snthohor»leovarar^o^T»na^•^QlltSue»^at^BIllana^•o^ 

^Nire!a8S(RF)orapticai. 

The rapid erowth m muHHnadia comam on ma wmam (e.g vm unpracedamad 
90wth in MP3 aucKo). tna masshw growth in cuatomor connection to the Irnamat. 

10 and the scale of lacant industry mafgars (aimed at expioiling the Intamat lor 
munknedta defivery to the home) are ai indtealiona of f»a importance d broadband 
access technology. Indeed, in North America at the and of 1999. in excess of six 
hundred thousand (OOOk) xDSU inae had been ^ numbers 

rapidly accelerating, in fact, xDSL depwymsm pidiaaiona In North America suggest 

15 that mesa wil exceed t»»K>end*ha» mSon oemections by the end of 2000. 
Moreover, vvith increesingiy versaliia muMmadia eofttsnt available yfin the Internet. 
ttWB is a blurring of the traditional boutfariBst>e tw wendif!efamdeliy^ 
(e.g. UHF transmissions for TV. CDs and cassettoa «x music and the teiephome 
me fbr talephomes) end their associated terminal denoe. increasingly, the content 

20 deyverad over the standard telephome network (using xOSL technology) Is aimed at 
the PC. the TV. the Hi-Fi Stereo system or the telaphome. Howww. Itor practical 
large scale deployments of xDSt. customers are typtoai^ Bmiied to less than 
2Mbps downstream and 2S6kps upstream. The upstream bandwfcnh m partieular 
may be limbing fbr some applications. The bandwidth limitatton of a single practicai 

25 DSu Ink is therefore a key issue in the growing demand IbrrTHiltirnediasarv^ 
the home, and the ability to offer bandwitlth beyond this limit wi be a highly 
desirable capability for a sennce provider. 


30 


loespeciive of the service capabilities of xDSl in the e*eline domain, enhancement 
and development of communicaiton technotogies driven by internet eccess 
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Cmduding e^ommerce) requirements ana tantfiMin appticatians. e.g. video- 
on-^temand. are ifcely evantualy to raquiro ttM nigntton into the opiicai domain of 
networtcB noNir ernploying copper drape. Conaaquantly, any intennadMe 
developmants in xDSL deployinant strategiee ahouH ideaBy bear auch migration 
5 raquirememe in mind and provide a ptaHtaim liiai can act ae an a^jnct to AAjtb 
opticaliH»s^ systems. 

s^^nynyYofmainvemion 

According to a first aspect of me pcBsent invantion fwfa is communication ^qfstem 
10 comprfsing a core na^M>rK coupled over middptoiaaliM connection to 

of dotribution gateways each providing nelwotk aooese capacity to local data 
devices servioaabia tlwreby, at least some of the pkaaity of OMribufion gatsM^ays 
Merconna^ad through oommunicatian roouroas and wharain said interoonnacted 
distribution gateways each indudas: eonM functional^ anangad to administar 
15 access to the core ne^Mor1l thrc)ugh securing neiworte access cepacia using the 
interconneGtad distriiution gateways via at least one of tne muitiple isolatad 
connections. 

■me control functionality preiaraWy operates aocorting to at least one of a 
20 bandwidth-drfvan requirement; and a fiault-drfven basis to secure access to tha core 
network. Alternatively, bandwidth could be provisioned by an operator. 

The control functionaWy preferably includes a prioritodsation fUnrtlon mat secures a 
guaranteed minimum tiandwidth for communictfion wtti the core rieAworfc fbr its 
25 associatad data equipment, such as supported by an as so d atad lAH. 

At least soma of the isolated connections may be point-toi)Oint connections 
supporting digital subscriber line communications. 



Each distnbution gateway typically indudM means far onayptino communteatkms 
between tts associated LAN and the cona nelwa*. tfiefBby to protect access to 
communications routed via an H Uw rne aa l B dtoHMon gateway to the core 
neNMirfc. 

5 

The communication system may fudher include an inteimediatB node coupled to 
ttie coce network via an optieat fbie, the intamnedMa node including: am opfical 
transceivar for coovaiting optical oommtrtcadona iiao m e iui i lU Impulsss: and a 
transceiver coupled to a plurBlSy of dislr fc utton points, whereby the plurafiy of 
10 dietilbution points acquire access to the core neliiiioflc via the optical fibA 

m a prBferred embodimant. the communication systam further compnaes a Hbig 
centra coupled to the oro n^wortc, the bMng oem conliipsed to generate and 
record varying levels of Charges far access to tM earn neliwork in response to use 
IS by a distrDution gateway of direct and indirad peStt DehMon the disnioidion 
Oneway and the core nmwodc 

In a second aspect of the present invention there is provided a virtual 
neighbourhood networK comprising a pkiralty of feitaroonnected distriiaution 

20 gateways eacn provide network access eapad^ to aasodated data equipment via 
a combined communication resource, at least soma of the piuraiity of 
interconnected (totributkm gateways coupled, in use. to a core neiwoifc through an 
isolated connection and whereh each of sakt nteroonnected distributkjn gateways 
has: control functionality arranged to administar bitMdband access to the core 

25 neiwDrtc through securing a share of ttwooiitoinedcoiivnunicatenrMOuice. 

In a particular embodiment, the control functionally provides a routing liACtion for 
broadband communkations between a pkiraii^ of interconnected dbtrlbution 
gatewi^s. 
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In aiKmer aspect of itM presem kivaniion mem is « mtlliod 
access to a core na^wQrfc coupled over multiple isoHM oon^ 
cistrtMition gateways each providng netMvotK access capacity to iwBO rt at ert data 
equ^nt. the method comprising: irtarconnedino at least soma of the pfciraBfy of 
5 dtetriDution to piovide communication paths tMntoatmn; and administering 
access to the oons networtc for one of said iRMannB(4Bd gateways thruuf^ 
secufing networtc access capecjQf using at Ml ena of the multipte isolated 
connecnons indtrscay scce ss aM S a saw one of eaw Inlwumwiectao gateway via 
an intemwdiaia gateway. 

10 

m a farther aspect of the presem invention fwca ia proirided a homeijateway 
providing netwom access, in use. to at least one of an a ss oci at ed local area 
network and an associaied data dsi«4oa. ma diiMitfnn point connedatile. In use. at 
least one other home-gateway having access to a oars nenworfc via a first isolated 
15 connection, me nonwijatBway comprtsing: oontrol functionafly ananged to 
administer eccess to tho core network mrough securing ne^work eooess capacity 
mrough the first isolated connectian. 

The home-gateway is generaBy fbrthsr connaoiabla. m use. to the core network 
20 mreugh a second isolated connsction and wherein titeoortiiollUrKtkinalily to 

wranged to administer eooess to ths oor» rwiiwitk mrough aeajring netwoik access 
capacity ttvough the fM ooiated connection and the saomd totaled connection. 

In yet a lUrther aspect of me present invention mera ie provided a computer 
25 program product fbr a horne-gatoway that ooritrBisbwadbarwl connection to a core 
network over isolated communication resources, the eomputar prograin product 
comprising: code that arbitrates ir«eroonnection or the hoina^ateway wim at 1^ 

one further home-gateway connectaHa to the core neeeoik: and code mat directs 
me home gateway to administer access to the core network fbr the home gateway 
30 through securing a share in network access capaci^ provided by the isolated 
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communication rosourcas assoctatsd wfm both the home-aaiaway and me a toast 
one further home-oateway. vwheiein the oodee wide in a computer readable 
medium. 

5 m yet another aspect of the piesent jnvention ttwPt le a metf>od of genemting a 
charoe against a 8ut>sctft)er obtaining broadbaiida cMH ta a GOTO nah>^ 
isolated connections betMveen a piufaBty of intaroonnectBd distiftution oateways 
each si^ipoftlng da» equipment, ihe supooDar tMing afOBaied wttn a particular 
dlstributkin gateway, and ¥rtierein the method compfteeK Qenefali^ 

10 of subscflber Charge for broadband acoess to the ceroneMioiK in responee to 
by the subscriber of direct and indtoct itnttt e d connections betiwaen their 
assodaled di8tr8)(4ion gateway and the ooib nscwodc; and racndSHI the van^ 
level of Charge In a database for su bsequent bi<ng p M>p niwwi . 

15 m stil yet another aspect of the present Invention twre is pmvidad a computer 
program product generating a chaige against a si^sotier obtaintng broadband 
access to a core network through teolatsd oonnaetions between a pfttfafty of 
interconnected distribution gateways able to support date communlcaiion devices, 
the subscriber being aflBiatad with a particular disirbuliQn gateway, the computer 

20 program product compnsing; code ttwt gener;^ • varying level of subecrtber 
Charge fbr broadband access to the core nelwortc m response to use by the 
subscriber of direct and moirea isotatad connections between their associated 
distribution gateway and the core netwohc; and code that records the varying tevel 
of chaige In a database for subsequent biing pupoaet; wherein the codes reside 

25 in a computer readable medium. 

m sti yet another aspect of the present mverHian there is provided a nehMork 
control equ^jment responsive to rnuttpto isoiatBd connections to a plasty 0^ 
gateways each providing net<wrk aocess capacity to local date devices serviceable 
30 thereby, at least some of the piuraiity of home-^ateways Interconnected through 
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comrminication re«ou(C8s ami «t>^ 

secure netMvorfc access via muliipla iaotated conftactions. tha neNMork control 
eqii^MTiBm comprising: a consoMalion lUncfion KtmaaA to direet doiMiatiBam 
infonratkan packets tD a data device aaaociaM ««h a fi^ 
5 a dract ieolcKad ccnnactuan and an indPBCt dimet Mated Gonnact^ 

homaHjataM^y. 

-ma oonsoiidadon lunc&on may tia oparaue navins lanaPd to cunuasUun cond^orw 
on the mumplo isolated connections. 

10 

The consolidation function may t» opaiBbia hatring fVf^ to priori^ traflic 
the indirect isolated connection. 

In stil yet a fivther aspect of the pfBsart invaitflDn tiere is pto^ 
15 communicating dau packats between a netMOrtt that is coupled to a phuafty of 
0istrit>u6on gatoMrays through multiple isolaiad oonnadions. each of the phirality of 
distrfbutkm gateways providing naMMdc ecoeaa capacity to local data davicas 
serviceable theret>y. at least some or ma piunritty of distribution gateways 
inteiconnectad through oommunicatkm resources and ^a^wun said intarcfmnectad 
20 cSstribution gtteways secure network access via niMilple isoiated connectiona, the 
method comprising: sending data packets between a data davice. aasodated wfth a 
Itret distributtan gatavvay. and the network m an urvenoyplBd fwrn aooaa a direct 
isolated connectton existing between the n^wortc end the dntributkm gateway: and 
sending encrypted data packets between the data device and the network across 
25 an indirect isolated connection existing between ttw network and a second 
disirilHJfion gateway intetoonnacted to the ftat oistrlMilian gateway. 

m another aspect of the invention there is provided a method of generating a 
charge for provisioning network access to a first subscriber in a commurMion 
30 system in which a plurality of subscrfcare are aWa to obtain broadbaid access of 


varying oandwidth to a core network using muitiptt iaowad connections between a 

pluraKy of inteiw)nnected dls«)ulion 

being afTHatad vi«n a fim distribute 

distribution gataw^ sucn that a combined bfoadb^ 

5 the ftst distribution gateway and tlM at least one ottNTdMitwIi^ 

shared therebetween, the method omnpitsins: mMftering and rooor*ig access 
rnade to a direct isolatBd connection between the lim dMribution gateway 
netwofK by subscribers omerman tne that aubSErfbar, chargirni the Urat sUwcriber 
for leasing the tfrsct isolated: and dboounting the cMnge fbr pTDv^^ 

10 access to the first subscriber based on accftse made to bar¥lwidth supported by th^ 
d*ea isolaled connection by subscrtoere other than the «rai subscriber. 

Discounting may be subject to a rBoorded utaiaaHon cf the d&ect isolated 
connection by subscribers and/br may be aub|Bct to meeting a piedelermined 
IS utisation of the direct isol^ connection by the subscribers other than the first 

In generafty. the present invention advantageously overcomes bandwidth 
ttnitadons othenMise imposed by isolated xOSt link (provided on a poinMo point 

20 basis to a home or office environment) by dtowing muHipie neighboring 
comnuncation links (e.g, xDSL inks or other links, such as coax, radio or fibre) to 
be managed as a consolidated resource. A customer base supported by the system 
of the present invention is thetefbre b e ne ftaialy aMe to make use d statistical 
muitipiexing of the individual poim-to-point connections across the associated 

25 customer base, thereby to provide increased peak bandwidth capacity to, tor 
axaiTvito. those households that fbmi part of a virtual neighboiflttood noAMorK 

Wim increased bandwidth being avaHable to households, a senrtoe provider is able 
to (fifterenliaie servk» provistonlng to individual homes on a cost basis, may 
30 be based on individual, group or access criteria to the enhanced bandwidth. The 
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sarvics provkier is therefore atlle to aMgnwm ravafWB by 

to those 5ubsa«>ers wishinfl to talM advaniag* of impmvB^ 

although the service provider preferably akvaya guarantoea a minimum leval of 

service (by provicfng a minimum poim-tfr^oint bandits 

5 

\Amh the abOty of having access to muHpta. noiHa^aBere (essentially 
communication resources, the system of me preuani imrention is abto to ben^ 
fnxn acquirad iMundancy that pratocis againat ink-tailure. Moroover, the 
accesstoity to muitipie routing paths fnm •atih horositataNitfiy provides a 
10 (fiagno^pathmtheevemcf acuatomer'sxDSL-fr»flBaure. 

BdslfiMrfiptirHiflfmflPrawinq? 

Exemplaiy embodiments of the present invention nMf be deaoiied w«h 
reffBrenoe to the accompanying draMongs. in \Miich: 
15 FIG. lis a Hock diagram of a oormnunication system erchiteclureeooording to 
a prefBrTBd embocgmem of the present invention; 

FIG. 2 is a biocfc diagram of the communication system architecture of FIQ. 1 
Mustrat^ dMerent aspects of a prafsnad embodiment of the present 
invention; 

20 FIG. 3 is a router-based model to the preferred embodiment of FIG. 1; 

FIG. 4 is a flow digram of a priftoned bandwidth acquisition process 
undertaKen by FIG. 1; and 

FIG. 5 illustrates a flow diagram of a charging i«glme that may be emptoyed 
by a service provider in acoordanoe with a prsfBrrsd embodiment of the 
25 prssent inventioa 

pfifoaad Dascription of a Praliairad Pmhortim«Mit 

Resoufse-sharlng is a waO-known concept In communictfion networks. In the core 
natwortc. fbr example, traffic from a number of disparate eustomere may be 
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oonsoiktatad onto a sft>gto transmtesion ink, wtiM 

the 6um of the maxkiHjm bancMiim to the co n neu tod ouetomers. m a locai area 
nstworic (LAN), an athemat networit may hoiw a laiga number of oonnactad 
oomputere which are able u shwe iNe reaotaoa. lla iwi M er. theea pffor ait ^atams. 
5 as VIA now be appreciated, have on^oonsidaradflhaijaa of muMpiax^ 
vMiAin a baci(bone netwom and i^siiBam of a Loe« Acoaea Conoe^ 
a remote Onftastnjcture, a.g. a t tc nan oa) locflian vrtiere ail aeeociate d it>es 
tamiinata at a oommen loeatioa In aonkast, ttw p iae wu invei«on tooka to an 
accaae dtetrfbution neAMOrti to the customar iiaiiiin, yntttih aooaae dMributian 
10 networic is a point-to-point network not apparerdlir landing itself to sharing of any 
me(Swn. 

Turning to FIG. 1, there is a block diagram of a commu ni cat i on system archlacture 
10 according to a preferred ambodMiem of the present invention. The 

15 communication sj^tam 10 Inchalee a netwwrk 12, eush aa an IP nehwifc, accessible 
by a muttipiicay of sarviceabie locations 14^. e.g. housahoM or oflica 
environments. Access to the core nanaork 12 is prodded through a suitable 
Intaif^ 30. such as an access mulliplBMar h«4ng an associaied bank Of rnodarns 
32; the kication of rnodwns 32 is shown to be juKtapoaad to the acoesa nftuRi^^ 

20 aRhough their location is aitibary. TypicaHy, oommunication O-e. information 
transfer) between network 12 and the muKpPci^ of aeivfcaable tocations 14-28 
uses a broadtwnd communication systam. with the m ede ma 32 ( aiw i nrintart w^itie 
network 12) and hence modems integrated into gateways (or the ice) 34-48 
containing a corresponding modem functkvi. For exwnple. the preferrad 

25 embodimem erf the present Inveniton cortferrvMates mat an xDSL comrmjnication 
Knks win be used to support broadband data tranafer between the neiworit 12 and 
the various multiplicity of senneeabie tocations 14-2& Access to the core network 
12 may make use of a phiraliiy of connection mecte, inctocSng vwr^e (e.g. copper 
drops, cable, optical fibres or radto frequent (RF) oomm u ni cat kw rasouroes 50- 
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64), wtth varying amounts of Danchviitlh C«.« <afcrBm M pipes) provided by the 
these communication resoitfcas. 

The pretaffBd emt>odimant of the present invaftfon oontemplatea that xOSu 
5 conwunicationte supported •cross the coppor pair oommunlcafionr^^ 

using xOSL protocols. 

Tuming to me mwnai archilBctwes of the houaahoM or office emriranmerrts O-o. 
servicaable locations 14-28). each vvi indude some tern of interlace, as previouaiy 
10 indicated, to alovv an access palh to the access muKpiexor 30. Some of the 
household or office environmenlB may have bMie xOSI. or ralativeiy simple 
rwiiowt)and inodems. I)ul at least aome of the servioaatte locations 14-28 'B^^ 

home^tsways 68-72 that supports a high tMKiMdlh connection path to the core 

riotwom 1^ The hom»1jale««y 88-72 is an inlaifaoe thai 
15 office LAN 74-78. as the case may tie) to provide servioe to a pfaraiity (but at least 

one) device within the house. For exampls. the home^ateway 68-72 provides 

access to communication bandinWlh tor use by computers, household systems 

(such as securfty systems and alectrlctf applianoes), and HFn. m other words. 

each ho»T»flatBWBy intsgnrtes an access modem (e.g. xDSU) and home- 
20 netxwrtang functionality to distrftute muMmedia and voice content tomom and 

between home terminals (e.g. PC. TV. teiephome. etc). 

The LAN 74-78 may be an ethemet connecfion. but is prefsrably an RF UAN 76. 
since the present invention preferably makes use of this ral^eiy low power RF 
26 system: the reasons fbr this preference wiB become dear later. 

It will be understood that the detal of each serviceable location in FIQ. 1 has been 
omittad for the sake of darfty of the figure. aMwugh the general structural 
requirements of the system of the prefBrrsd embodiment are shown within various 
30 of the serviceable tocattons 14-28. Each home-gateway 68-72 of the preferred 
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embodimem therefore lncl»Jdo« coriiro^ 82. 
as a« a transcerver 84 mat •MRporw the RF 1>N m AS wi be doscftt^ 

the control logic is provisioned to provide prtortiortsatfcin. aitHtration and enoyption 

functions. 


Acooiding to the underlying invantiv* noeoa b«¥lif» 
isolated (point-toiioim) xDSL Mcs are mifigalBd by atowing muiUplB neighbouring 
xDSU »*s (or me HKe) to be manageo as a conaoiidaiKl resource 89 wim al ttw 
benefits of statistical irndtiplaxing agosa the miuu i iiU Ml custorwer baae. ProfareWy. 
10 a guaranteed service level to any indwiAjalsubscribaf is not compr^^ 
aKIBy of a horneijatw^ vwihin the virtual neighbourhood ne^*«r1c ^ 

unused, un-assigned or unreserved bandwidm capacity on sucn neighbouring. 

broadband point^o-poim connections 10 the access mullipleMr 30 (of th^ 

12). The present nvention addresses the bandaMh Imiations of an Individual 

15 xDSI. connection to the home by ej«ploiling novel irrterconnection capabllties of 
muMpie hom^^ateway devices and the local dbWbulion of such devices in the 
neighbourhood. As previously eluded to. the prrttoned embodimenl invention 
recognisss (but is not Umfted to) the «w|y use Radio Fracjuency (RF) 
distribution environment (e.g. an IEEE802.11 LAN mat provide approximately 

20 iiitops), and the sporadic and statistically smal actual usage of the pand^k^ 
any individual DSL connection to a particular home. 

lUiore spedficaBy. the profened embodiment of the present invention makes use of 
me range of RF ini>remises dWribulloa since such RF signals 86^ typically 
25 extend beyond the bounds of the subscriber's premises and may Include mUtiple 
adiacent properties in the neW«airtw«* ™ ^ posslbilty for the 

subscriber'a home^teway device to cormwnicala omer gateway devices 
deployod in the neighbourhood and hence to gain acceas to unused conmjnicailon 

resources that are othervwse provided on a poinl-ttH>oinl basis. The inier- 
30 communicating home-gateway devices merafore form a virtual neighbourhood 
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networK (^^^0 dO having an area defined by the access capabWiM 
gateway. In olher words, me present invention uses this c^Mbii^ fo^ 
home-gatavt^y dynamically to utsse addHional (unused) bandwidth on neighbour 
(but isolated) DSU connections (or the Nke), such that the subscriber has access to 
5 increased bandwidth and can consequently experience a service Qualty greater 
than vm supported his own DSt tine in isolation. 

AS wa now be undersiooo, eecn home-gatewiqf ft^wctt is simpiy an end-lo-end 
connection to the access imiltipittxor 30 of the neiwom 12) can belong to one or 

10 more virtual neighbouritood netwoiKs 9Q^ dependng upon reach of. for example, 
it RF transceiver, and so each getaway may have access to differing numbere of 
point-to-point communication rasourees. Access to unused linK capacity from 
gateways out of range of an indMdual premise via RF limes could be achieved 
through multif« hops via intermediate galewa)^ Furlhennore. the virtual 

15 neighboufhood neiworics 90 may. m fact, be within a single buMIng (such as a 
fectory faciTity) if muitipie pofnHi>poM connections terminate at individuai home- 
gateways. 

Of course, in an RF LAN environment, the necessary home-getaway 
20 inierconnectian mechanism is already in place, but the underiying inventive concept 
candeariymakeuseof dirsct wireline connection (raference numeral 92 of FIG. 1) 
between houses in a localised vicinity to benefit finom the concepts of the present 
invention. For e)(ample, neighbouring hom»^ateways could be inked though 
category S cable. AiterrYatives also include optical into or coax links, or use of a 
25 radio system dtffersnt to that used for the home LAN. 

Local dtttribuiion. as wii be underatood. mey be provided when a network 
access/servks provider offere a pwticular senrice (requiring e pedicular form of 
device) in a ^ven community. irKleed, since service is uRimateiy yt/h»e i^veiuie is 
30 generated by the networic eocess/SMvioe providBr. the infrastructure m^ be 
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provided at nominal cast with the abirity to make use of unused local channel 
iBSOufce capat>ilies cTMfged at a pfemium to a eubscittii^ 
gnit). In a comptementary sense, a subscrtber \imose decRcatad line fte. isolated 
oommunicatlon resouroe) is access tiy third partes on a regular basis, may be 
5 subject to a di9f?mimfl^ fine rental chafga offfsred by the sen/ica provider. Clearly, 
the san^ provider's recoids couM be used to idenlNy whether and to >fvnm ext^ 

a cSscount to Mvarrartted. 

The n8^wofK is further shown to comain access oomroi logic 100 (and an a sso d ntml 

10 memory device 102) that coupon* wiih e oonsoMation lundion 103 to 
routing control a( downiinK data and iMssemb^ conM or upstream data, such 
communicated in the form of data padcets. Hie aoeess control logic instnjcts the 
oonsofidalion function 103 to direct downstream infemtation packets to the direa 
»)k to an end customer or to an indkBct Ink via another customer attactted to ttie 

15 VNN according to congestion oondHkms. taking into account any prtortty traffic 
using the indvect ink for traffic intended for the other customer, in the upstream 
directkMi. traffic associated with a particular customer arriving on either the direct 
Ihk from that customer or on any indinsa ink is re aaaor wb to d into one or rtwre traffic 
stresms for access to the customer's cxie or more servioe provktere. The network 

20 12 of Fia2 is thus shown to interconnect to diffsrMit servk^s, including data 
repositories (or other networtc servtoe peripherals) 110, senders 114 and other 
communk^tkxis networks, incfcjding Pubik: Switohed Telephome Metworks 
(PSTNs) 114 and celMar networks 116. in a paoicet based switch system, the 
routing and resolution fUnctkvis would norirmlly meke use of addressing infomiatkin 

25 associated with the packsu. The data packeto 104 generafly include a header 
containing control overhead, inckiding fOr example, eddress infbrmatkm, routing 
Hiformatkm and conventtanai codng information, and a data portto. The access 
consolidatkin function 103 may contitin c ap ab iBties such as packet re^irdering, 
address translattoa encryptton. decryptkm and prfciritisatkin. In FIG.2 the access 

30 control logic and the access consoidaiion functton are shown ss reskSng ctose to a 
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slngle access itHUtplexor. In a practical iwWforK implwnentatlon the 

logic and access consoliaation function may b© asaoci^ 

muttipiaxors and may also reside eisaMfhere, such aa at the site of an mtamet 

Senftce Pnovider. 

5 

AS regards encryption, it IS preferable mat traflto that passes through the prernisas 
of a djfferent C^a. non-addreased) customer is encrypted and, In this respect, 
elgofilhms twsad on, for example, the Nodh Amerteen Oaia Enoryptian Slandanl 
(DES) are readiy avaitabis and can be appfied id ttm methodology of the prasant 

10 invention. If required, encryption Kays can be exetiariged over the ifip^ 

can. of course, be regarded as secure. Data trmrnlBaioris bebween entf^oim rnay 
therefbre be sufajact to encryption in drcuilDus mutes (via intermediata home- 
gateways) whilst being in non-enciypiad form for a aimuianeous <srect poinHo- 
poM connection between a specific home- ga l eway and the remote core nelworK 

15 12. 

Referring briefly to FIG. 2. roB-out and migration of the present invention Is 
Husttated within the commi«»cation ^stem 10 of FIG. 1, The network 12 ol FIG. 2 
Is also shown to mtarconnect to different senrioes. Including data raposaories (or 
20 other networK service peripherals) 11C, servers 112 (Which may act as charge 
centre for billing purposes) and other communicatton networks. irKlufing public 
switched telephome networks (PSTNs) 1 14 and celutar networks 116. 

As regards migration of the concepts of the preaent invention Into me optical 
26 domain. FIG. 2 contemplates an enhanced system In which a particular VNN 120 
has been assessed as generaiy supporting high bandwidm communicaiions. 
ConsaquenHy, a decision has been mode by the system operator to employ an 
optical fibre between me access muWplaxor 30 and a cuft»side cabinet 124 or the 
nee. The curtiside cabinet 124 includes some form of opticaKo«iec«lcal converter 
30 (such OS an add-drop multiplexor. ADM. 128) mat Is coupled to RF transceiver 
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Circuitry 128 that, typicaay. is In Bne-of-slght/rBach of ttie home^atdway <]evices 44- 
48. Consequently, the home-gateway <Jevic88 44-48 can communicats with the 
cuft>8idB cabinet 124 to otHain access to the commurticaiion rBsourcas ofthe opficsU 
fibre 122. FIQ. 2 therefore fflusirates how the inventive corwept of the pcesent 
5 invention is scaieable and can suf^Mit Ngh system penetration aiKl hence a 
graceful deployment of fibre in the loeai loop as needs justify. Of course, the RF 
transceiver could be substituted for m allemative tansoaiver. such as infra-red. 
coaxormeiSai. 

10 In relation to the secudng of bandvMdih on neighbourina poir<-ti>^olnt 
communication resources, the control logic of eash home-gateway wishing to 
acquire additional capacity negotiates with a neigMmiring gateway over, usuaBy. a 
dedicated control channel, with access control logic generaly app r ai s ert of any 
arbitrated decision; this appraisal oouM. of course, be implied by a packet 

15 ordination identilywiihin the header of the oatopacW 106. To enswe thai physe^ 
layer access cannot be acqubBd by remote (noTHidginating) homaiiateways. ft is 
preldrrea thai an corrvnunication between the originating home gateway and the 
network 12 be suitably enoypted using technkiues readiy appnciatad by the 
skilled addressee. Consequently, any intermedMe node used as an access pipe 

20 essentiaRy acts as a router, as shown in FIG. 3. and does not intaipfBt encH^and 
communkatkms but merely fbrwardsAoutes packets to an indicated destination. 
Putting this a slightly difliBrent way, a practical rsafisatton of a prefanad embodiment 
of the present invention employs end4o-end encn^tkm between Ihe originating 
home-gateway devtoe and at least the fine termin^g equipmem the access 

25 multiplexor 30) hosting the xDSL modems (and possD^ encryptkm to the servk* 
provider). Such enoyption would eliminate any possMity for the user of a 
'stepping-etone' home^teway accessing untiUm customer's data at any layer in 
the stack. This is quite distinct from home-network encryption that wouM. in any 
event, be required on RF links in the home environment between the gateway and 

30 terminai devices. 
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AoconlDfl to prefeiTBd ©mbodirrwntt of the prosarU invention, sharing of resouices 
TOioM be Imptemented in a nunr*er of oweiam vi»^ 

a tranapaient model under neMiwrii operator control or through a vieitto model, 
5 such as a neighbourhood dub. 

AS regards the transpacem model, ttie netywfk opeiW may offer serv^ 

subseiM vrth a guaranteed level of seivioe and sewice charactertstics. A 
suoscriber might, however, pay a higriBr or eddttHWl t«1lf to benem f^ 
10 atatisticaly managed resource (though the subsciijer may not !» made awara of 
the details of no«r his extra bandvwdth is provided and the 8ubscm»er may be ^ 

to benem from Wer oandwidih vi^hen avalablBi. Tt» 

me \WN of isolatod xDSU fines as a oonsoidatod leeoMfce to deliver ine im^ 

senrice level v»<hen available, never compiomiaing the mininwn level of 
IS service fdr any individuai subscriber. 

in the visible inodel. a group of neighboure egrae to Denem colectively 
service offered by their senrice provider, and iney subscribe lor the sen«^ 

bKfeased tariff 

20 

To support the guaranteed minimum level of senrioe to each customer, the home- 
gateway device has incorporated Its control togic 80 a prtoritisatton 
that ensures priority for traffic originating or tenninaiing on its «w ten^ 
Of couree, it vwuW be possiDle to aKvays reserve some bandwidth, bui il is 
26 preferred that imra-VNN control and artitratlonDeertio^ 

benem obtainaDle from the present invention; hence l»endw»dth alocaiion is tnily 
dynan^ 


30 


FiGs. 4 and 5 are based on a oonnecliorHirientrted model where a communicatlw 
event is treated as a single ca« fbr aitiitratlon and biing purposes. An aBemative 
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conne(*onless mo<W is also possible wfww ait)i^^ 
a packfit-^y-packst basis. 

With me process of FIG. 4. connection of ihe home gateways over isotated 
5 connections 200 and interconnection 202 of the oateways to fbnm a virtual 
neighboumood net«i»ork can be assumed to have been completed at system 
deployment or upon subscrtber aquiprosm pmcti iiia^figmrt e. Essanlialy, at 204. 
me system rarnaws m a mop umS oommunlcallao capacify is roquesiBd 206. An 
assessment is then made as to Mi»heiher a laasM ink fi.e. a dbact 'eoialad 
10 connection beUi^een the net««fH and me galsway ) * op«»Btlonai 208 and ki the 
afflmwtive 210 a decision is then made aa » «ihether extra band»»«m is 
avaiabieAequfad 212. Should a>dra bandieidm be available tttough fcufirect 
isolated Inks assodatsd vi«h intaioannaciad home-oalBways. the intsrconnactad 
gatavvays undert*a aibitralkin 214 to determine fmc capacity, wheraalter ma 
15 control to^ 80 in me approprtel8homa^aiaM<^enciypl8 216 data packets or tha 

Ike. Communicatkw 218 wim the network is than able to occur. At some point, a 
decision is made as to whether the broadband cai is complete 220 and in the 
negative 222 the process teops back to determine whemer. effectively. addSional 
communlcatkm capacity Is required and sgbsa<*ianny whether such additional 
20 communication capaoiy/bandwkJm is available. If the dedsion firom btock 222 
indkartes that the broadband cal is compieta (u: the afWmative route 224), the 
cwfflTUinkatton resources to me network 12 are rweaaed. and the pro^ 

Shoukl me direct poirt-toiXMn oonneclkin fcl (pam 226 from daclaton b^ 
25 the process skips to the step of arbitration 214. 

AS regards FIG.5 this Shows one possWe bllino lecpme. A ser>w rnonilprs 
connectkHw to the core network 12 have bean established 250. Once a 
cafl/connection is set up. a bBing centra (e.g. serw 112 of FIG. 2) detenrtnes 
30 Whether rnulliplecore4(Hfislrt>ulk)n gateway paths are used 262. in mo 
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254. a datsimination 256 of utifised ban(»«idth is undertaken, othenwise flow 
proceeds 260 to monftoring connection duration 262 (^tAvth in any event foiiows the 
detennlnation of t>andwidtn). The Nfing centre, in cai. looKs far lelease 264 of 
resources and then calculates 266 charges on a (tynamically varying bandwidth 
5 basis. The process looks for connection termination 266 and. in the negative, 
continues to monitor 262 utised bandwidth, oihenMiae the senrer records 270 a 
charge ready Ibr suDsequem irrvoic^ to the subscribef;>|jser at a l^tfar data. 

In summary, the present invention tnarefbre adiramageous^y a ddr ess es the 
bandiMdih limitations of an indwidual xOSL oonnaefion to the home by axptoil^ 
novel inter-home networking capabitiae of a homaiptBway device and the kical 
distrftHition or such devtoes in the neighbourtiood. The Mey concept is the extension 
of the exploltatkin of statistical rwuit^lmdng and sharino of a bandwMthresour^ 
the way to the customer premises, even where theee ere connected by isolated 
copper pairs (or the yke). This Invention effeciivety aftiws a grouping of indivkiual 
isolated access lines into a oonsoiktated resouroe that me operator (or home- 
gateway) can mani^ stffiistica^ to deliver optimum senrioe to subscribers. 

Consequently, deployment of the present invention Is able to mitigata the practkal 
20 deptoyment fimfta&ons of xDSU bandwidth otherwise requirBd to ease toop 
quaffication, depk>ymertt and pr o vis k ir ^ m etfbrt. Therefore, in a VNN mvirormant 
of three premises, each of whom have an AOSt Ink supponing 1.5Mbps 
downstRMm and 256M>ps upstream, these customers can utitse up to a peak of 
4.5Mbps downstream and 768kbps upstream. 

25 

The ablSfy to provkle the j^eways of the prelaned embo<Smertt with increased 
acquisition of locally avaiable bandwNtth mrough a sta t istiea l multiplexing of 
secondary point-co-point (xOSi. or similan broadband oonnecttons can be supported 
through the supply of dedkated (prs-configurod) devices having the necessary 
30 control togk: and inter^M» fUnctnnaity. Of course, the prasertt invention ccm be 
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suppofted by apptication software, provided the necassaiy infrastructure 
connections between local oateways within the virtual neighboumood network are 
available. Consequently, the appScation software oould be downloaded over tha 
nefti«r1c C«i the Ibfm of encoded alacWcaltoi^ 
5 afaconiputerprooramproduct.8uchasaDVD.aCC>ROMorthelika. 

It wiB. of course, be appreciated that the above deao^tian has bean Qivan by way 
of example only and that mo d ilicaUo ns In detai may be made wwnin ma scope at 
the present invention. For exarnple. the undeilyinQ invwitive concept ieappficaWe to 

10 a rrwititude or readily appreciated ooimection riwdto be««feen the iion^^ 
and either the exchanflamase station tra n sc eive r or any interconnected 
point (e g. a curbside unit or cabinet). Theratora, It wfl be understood thai tha 
prefenad embodiment has menHy utilised a wiafne (copper-drop) comiectioo 
scheme for the sake of explanation only. Furthaanora, whilst tha prafarrad 

15 embodiment of the present invention contemptates that gateway intaroonneciion 
within the virtual neighbourhood network of the pr e s e nt invention is based on an 
extension of an RF LAN, it w« dearly ba understood that direct physical Ibrnis of 
connection between gateways could undertaken. Indeed, in housing devetopments. 
such direct house-io-house conneokxis house-based LANs may ba aasy to install. 

20 signiricantly cneaper and mora desirable (in view of a prevalent RF intarfiarBnoe 
environment) than an attemative RF system. As regards the commurtication 
pfotocoj usee, digital subscriber line (xDSL) tachnotogy is onJy one such examptery 
fbnn of communtaation mechanism that may ba deployad within the scope of tha 
present invention, since other communication techniques (apparent to the skiied 

25 addressee) may benefit firom concept of a virtual neighboumood nalwortc 
architecture as expounded in detafl above. 

Although the present invention has been described in relation to an in+kxise lAH- 
type environment supporting a pluraity of units, sharing of access resources in 
30 accortance with the present invention is deartyappicatte to a hon»<iatBway that 
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meraty supports a single dataAnformation appKanoa, such as a direa coupled 
computer. Furtnefmom. tne present invention can be amptoyed to akMi gateways 
that, perhaps, do not have direct access to either a suHaMe modem or dedicated 
point connection to the netwoiK 12 to partidpatB ^fiVtin the VNN, and hence to 
benefit from shared resources. 
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